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EnterNet 300 for Windows User’s Guide

Introducing EnterNet 300

EnterNet 300 v. 1.41 for Windows broadband desktop connectivity software is used by the world’s
largest and most reputable ISPs to enable their end-user customers to gain access to their high-
speed Internet access services. Worldwide, more users rely on EnterNet for high speed Internet
access than any other PPPoE desktop connectivity product.

EnterNet 300 for Windows provides the user with the following capabilities:

PPPoE client software to access high-speed “broadband” Internet access services like
DSL, cable modem, and fixed wireless

A rich compliment of application controls to tailor EnterNet to the specific needs and
desires of both the host ISP and the end user.

Extensive, built-in diagnostics tools to help technical support personnel quickly determine
and correct the cause of technical difficulties.

System Requirements

EnterNet 300 for Windows minimum system requirements:

Microsoft Windows 9x, Windows Me, Windows NT 4.0, or Windows 2000
Pentium™ class processor or equivalent

Sufficient RAM to support minimum requirements of the host Windows version
Minimum of 4MB free hard drive space

Microsoft-compatible Ethernet adapter with an NDIS 3.0 or higher compliant driver.

Optional

Microsoft Dial-Up Networking version 1.2c or later, with a minimum of one profile established.
(Required to support EnterNet’s optional Dial-on-Demand feature.)
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Installing EnterNet 300 for Windows

EnterNet 300 is distributed on CD-ROM and via electronic download, either as a stand-alone
application or as part of an integrated suite of network access applications. If you received
EnterNet 300 with a suite of network access applications, please follow the installation instructions
provided by the suite’s master installer.

Some of the panels depicted in this User's Guide may not be present on your version of EnterNet,
depending on how your ISP has pre-configured the application.
Installing EnterNet 300 from a CD

To install EnterNet 300 when received as a stand-alone application on a CD-ROM, locate and run
the file named setup.exe in the root directory of the CD-ROM. Follow the on-screen instructions,
as described below in “The EnterNet Installer, Step-by-Step”.

Installing EnterNet 300 from a Downloaded File

To install EnterNet 300 when received as a stand-alone application via electronic download,
simply run the downloaded file — typically named enternet300.exe — to begin the installation
process. Follow the on-screen instructions, as described below in “The EnterNet Installer, Step-
by-Step”.

The EnterNet Installer, Step-by-Step

This section will take you step-by-step through all the panels presented to you by the EnterNet
installer.

The “EXxisting Installation Detected” Panel

If you already have EnterNet 300 installed on your computer, the EnterNet installer will ask if you
would like to upgrade to this version. If you select “Yes”, EnterNet 300 installation will continue
and any pre-existing EnterNet Connection Profiles from the prior installation will be copied into the
new installation.

Existing Installation Detected |

@ Setup haz detected an existing Enter et 300 inztallation. Do you want bo upgrade?

1w |
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The "EnterNet 300 Setup” Panel

Before the EnterNet installation process gets underway, you will be presented with the EnterNet
300 setup panel. This panel allows you to choose between an automatic or manual installation
process. If you select the radio button marked "Quick Install," the EnterNet installation process
will require no further input from you until the Setup Complete panel appears at the end of the
installation. If you select the radio button marked "Step-by-Step" install, the EnterNet installer will
guide you step-by-step through the process of choosing the install location and other EnterNet
settings as the application is installed.

EnterMet 300 Setup |

Select the type of ingtallation you prefer

' Quick Inztal [accept default settingsf

" Step-Bp-Step Install [let me choose my settings]

Irfo < Back I Mest > I Cancel

The “Welcome” Panel

If you are installing EnterNet 300 for the first time, or if you were presented the “Existing
Installation Detected” panel and you clicked the “Yes” button, the next panel you will encounter is
the EnterNet “Welcome” panel. This panel will advise you to exit all other programs before
proceeding with the installation process.
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Welcome |

Ywelcome to the EnterMet 300 Setup program. This
pragranm will ingtall Entert et 300 an your campker.

[t iz ztrongly recommended that pou exit all windows programs
befare running thiz Setup pragran.

Click Cancel to quit Setup and then cloze any programs you
have running. Click Mest to continue with the Setup program.

i RMIMG: Thiz program iz protected by copyright law and
international reaties.

|Inauthorized reproduction or diztribution of this program, or any
portion of it, may result in gevere civil and criminal penalties, and
will be progecuted ta the mawimum extent poszible under law.

Cancel |

The “Software License Agreement” Panel

This panel presents you with an opportunity to view the EnterNet ReadMe file, which contains
helpful information about installing EnterNet and getting support for it. Clicking the “View ReadMe”
button will launch your default text editor (usually Microsoft Notepad) and open the EnterNet
ReadMe file for your review. The installer will remain paused while you review the file. You should
close the ReadMe file before proceeding with EnterNet installation.

This panel also presents the Software License Agreement, the terms of which you must accept in
order to proceed with EnterNet installation. By pressing the “Yes” button you are indicating that
you have read, understand, and agree to comply with the terms and conditions of the Software
License Agreement.
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The “Software License Agreement Panel” (continued)

Software License Agreement

Pleasze read the following License Agreement. Press the PAGE DOWHM key to see
the rest of the agreement.

[END USER SOFTWARE LICENSE AGREEMENT i‘

IMPORTAMT: PLEASE READ THIS SOFT'WARE LICEMSE AGREEMENT [THIS
"AGREEMEMT"] CAREFULLY BEFORE INSTALLING OR USING THIS SOFTWARE.
THIS IS A LEGAL AGREEMENT BETWEEN wOU ANMD Y0OUR SERYICE PROVIDER.
IT COMTAINS LIMITATIONS OM WARRANTIES AMD LIABILITY. BY INSTALLING OR
USIMNG THIS SOFTWARE. ¥0U ARE AGREEIMG TO EECOME BOLMD BY THE
TERMS AND COMDITIONS SET OUT HEREIM. [FY0OU DO HOT AGREE TO THESE
TERMS. DO HOT IMSTALL OR USE THIS SOFTWARE.

1. LICEMSE GRAMT. “Your Service Provider grants to you a non-excluzsive,

nan-transferable licensze [the "Licenze"] to uze the accompanying saftware and
documentation provided to you in electranic form [collectively the 'Sofbware''] on the
following termes: j

Do you accept all the terms of the preceding License Agreement’? If you choose Mo, Setup
will cloze. Tainztall EnterM et 300, vou must accept this agreement.

Wigw Headme < Back Yes MNa |
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The “Choose Destination Location” Panel

Here you are informed of the program's default installation directory. Click the Next button to
accept the default installation location (recommended), or click Browse to specify a different
installation location.

Choosze Destination Location |

Setup will install EnterMet 300 in the following folder.
T o ingtall o this folder, click Mext.

To inztall to & different folder, click Browse and select another
folder.

Y'ou can choose not ta install Enter et 300 by clicking Cancel to
exit Setup.

" D ezstination Falder

C:%Program Filezs\WTSAEnteret 300 Browse... |
Cancel |

¢ Back

The “Choose Folder” Panel

If you wish to install EnterNet to other than the default installation folder, clicking the Browse
button on the Choose Destination Location panel will present the “Choose Folder” panel.

You can either manually type the path to the desired installation location in the Path window, or
you can navigate to the desired folder in the Directories tree. If the folder where you wish to install
EnterNet does not yet exist, you will need to create it with Windows Explorer before you can select
it here. If you need to create the folder, do so now. Before the newly created folder will appear in
the Choose Folder panel, you must close Choose Folder and click the Browse button on the
“Choose Destination Location” panel again. Once the desired installation location is reflected in
the Path window, click the OK button to close the Choose Folder panel and resume EnterNet
installation.

NOTE: Installing EnterNet on a network drive, as would occur if the installation location were
selected from the Network button on the Choose Folder panel, is not supported.
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The “Choose Folder” Panel (continued)

Chooze Folder Ed |

Fleaze choose the installation folder.

Path:
IE:"uF'ru:ugram FilezhMTShEntert et 300

Directories:

= o —

[= Program Files -
= NTS Caticel |
2 Common

[C7 EnterMet 300

£ IPclient =

Dirives:

I =l j Metwork.... |

The "Question" Panel

The EnterNet installer will present you with the option of automatically creating a shortcut to the
EnterNet application during the installation process. Click "Yes" if you wish to create a shortcut on
your desktop. Your Service Provider may have elected not to present this option.

Question |

@ Do you want to create a Entertet 300 icon on your desktop?

The “EnterNet 300 Setup” Panel (Optional Dial-on-Demand)

If your ISP has pre-configured EnterNet to provide you the option to install EnterNet’s optional
Dial-on-Demand feature, you will be presented with the “EnterNet 300 Setup” panel. To learn
more about this optional feature, see the “EnterNet Dial-on-Demand” section of this User’'s Guide.
The options presented by “EnterNet 300 Setup” panel are:

* Yes: If you wish to install EnterNet’s optional Dial-on-Demand feature, click this button.

NOTE: Familiarity with MS DUN and the Windows Connection Wizard will be helpful when
installing Dial-on-Demand.

» Info: Clicking this button will launch the EnterNet Help facility, presenting the Topic that
that discusses Dial-on-Demand. The installer will remain paused while you review the
Help facility. It is advisable to close the Help facility before continuing with EnterNet
installation.

10
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* Note: Some users will not care to activate Dial-on-Demand. Click this button to skip Dial-
on-Demand activation and proceed with the installation process. EnterNet will function
normally in all respects.

The “EnterNet 300 Setup” Panel (continued)

EnterMet 300 Setup

"Whould you like to activate the Entertet 300 optional Cial-on-0emand feature?

Info Mo

There are two screens related to activating Dial-on-Demand that you may or many not see,

depending on the existence and state of certain Microsoft software elements. These screens are
as follows.

Wrong DUN Version

If you elect to activate the Dial-on-Demand feature and your computer does not have Microsoft
DUN version 1.2c or newer installed, you will see the following panel:

EnterMet 300 Setup

Apparently, wou do not have Microsaft DUM werzion 1.2c or better installed. To learn
more, launch Entertet 300 help and review the "EnterMet 300 Dial-on-0emand
topic. 'ou can do that now by pressing the “Info" buttan,

The Enteret 300 Dialon-D emand feature activation will terminate. T hiz will nat affect
wowyr ability to wze Enter et 300,

Irfa

On the above panel, clicking the Info button will launch the EnterNet Help facility, presenting the
Topic that discusses Dial-on-Demand. The installer will remain paused while you review the Help
facility. It is advisable to close the Help facility before continuing with EnterNet installation. Clicking
OK will resume the installation process. The “EnterNet Dial-on-Demand” section of this User’s
Guide provides instructions for activating Dial-on-Demand after EnterNet installation has
completed.

NOTE: Dial-on-Demand is an optional feature. It is not required for EnterNet to function normally.

11
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No DUN Profiles Created

Activating EnterNet'’s optional Dial-on-Demand feature requires that you have at least one DUN
Profile created before activating Dial-on-Demand. If you have Microsoft DUN version 1.2c or
newer installed on your computer, but if you do not have at least one DUN profile created before
electing to activate Dial-on-Demand, you will be presented with the following panel:

EnterMet 300 Setup

Prezently, vour Microzaft DUN enviranment will not zuppart the Entertet 300
Dial-on-Demand feature. To learmn mare, launch Entertet 300 help and review the
"EnterMet 300 Dial-on-Dremand’ topic. *ow can do that now by preszing the "lnfo"
button,

EnterMet 300 Dial-on-Demand feature activation will now terminate. T hiz will not affect
wowy ability to wze Enter et 300,

Irfo

On the above panel, clicking the Info button will launch the EnterNet Help facility, presenting the
Topic that that discusses Dial-on-Demand. The installer will remain paused while you review the
Help facility. It is advisable to close the Help facility before continuing with EnterNet installation.

Clicking OK will resume the installation process. The “EnterNet Dial-on-Demand” section of this
User’s Guide provides instructions for activating Dial-on-Demand after EnterNet installation has
completed.

NOTE: Dial-on-Demand is an optional feature. It is not required for EnterNet to function normally.

Dial-on-Demand Active

Once the optional Dial-on-Demand feature is successfully installed, you will be presented with the
following panel:

EnterMet 300 Setup

Entertlet 300 Dial-on-0emand iz now active. You must now configure the Windows
Connection *izard to uge the "Enterflet-Dol" DUM profile. To learn maore, launch
Entertet 300 help and review the “EnterM et 300 Dial-on-Demand" topic. 'ou can do
that nowe by prezsing the “nfo" buttan.

Irfa

In order to begin using Dial-on-Demand, you will need to make a configuration change to your
Microsoft Windows environment. Clicking the info button on this panel will take you to the section
of the Help facility that discusses the necessary configuration change. You can also learn about
this change by reviewing the “EnterNet Dial-on-Demand” section.

12
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The “Setup Complete” Panel

When the EnterNet installer has completed its tasks, you will be presented with this final panel.
Please note that a system restart is required after installing EnterNet. The requisite restart may
take longer than usual. This is due to the remaining, behind-the-scenes tasks being performed by
the EnterNet installer and by Windows. This process may result in as much as two minutes of
apparent inactivity, depending on the speed and configuration of your system.

5

etup Complete

Setup has finizhed coping files ba paur computer.

Before pou can use the program, you must restart ‘wWindows or
Vour computer.

% ez | want bo restart my computer now,

" Mo, | will restart my computer later.

Remove any dizgks from their dives, and then click Finizh bo
complete setup.

< Hach I Finizh I

Summary

By successfully completing the above steps you have installed EnterNet 300 for Windows. You
may now begin using EnterNet to establish a connection to your ISP.

The next section of this User’'s Guide, “Getting Help with EnterNet”, describes ways you can learn
more about EnterNet 300 for Windows. Review the getting help section if you like, or jump ahead
to “Opening the EnterNet Folder” if you would like to get started right away using EnterNet 300.

13
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Getting Help for EnterNet

On-line help is available for most EnterNet features. To use on-line help, either select "Help
Contents" from the EnterNet folder application, select "EnterNet 300 Help" from the "Efficient
Networks EnterNet 300" folder on the Windows Start menu, or, when present, click the "?" button
in the upper right-hand corner of any EnterNet screen.

While viewing a Help page, hovering your cursor over some Help file graphics will cause the
cursor to change into a hand. This indicates the availability of additional information. Simply click
on the graphic to view an informational pop-up.

Most EnterNet panels offer ToolTips to clarify the purpose or function of a feature or parameter.
Momentarily hover the cursor over a region of an EnterNet panel to see a ToolTip, if available.

251 Profiles - EnterNet 300 _ O] x|
File Edit “iew Connections | Help

|5 = Pk Conents =

Copy Faste Delet .-’-:.jl:u:uut EnterMet 300... iews
= BT
Profiles ]
Double click on anicon to Create Mew
make a connection or double Profile

click on "Create Mew Profile”
to create s new Profile.

o

M

For additional assistance with EnterNet, you may wish to visit the EnterNet Frequently Asked
Questions (FAQ) page at the following URL: |http://support.efficient.com/KB/NTS/index.htm|]

14
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Opening the EnterNet Folder

You can easily access EnterNet by launching either the EnterNet 300 shortcut on your desktop (if
your service provider pre-configured the EnterNet installer to place one there, and you answered
“Yes” when the installer asked if you want the shortcut installed) or you can launch EnterNet 300
from the Windows Start menu. From the Windows Start menu, navigate to the folder where the
EnterNet 300 application was installed. By default, the Start menu path will be:
Start\Programs\Efficient Networks EnterNet 300.

bl
EnterMet 300

Launching either of the above Windows shortcuts will start the EnterNet folder application, which
is where you will create and launch the Connection Profiles and Profiles that serve to provide

EnterNet with programmatic information about each specific profile, and to authenticate you onto
the desired network.

[E51 Profiles - EnterNet 300 _ O] x|
File Edit ‘“iew Connections Help

B B X @ | 5 B

Copy Paste Delete  Fefresh | Properties  Yiews

;I m [

Profiles o)
Double click on an icon to Create Mew
make a connection ar double Prafile

click on "Create Mew Profile"
to create a new Profile.

Done | NUM ,,.-,;

15
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EnterNet Profiles

Connection Profiles

The configuration information you will need to establish a network connection will be provided to
you by your service provider. You will use this information to create Connection Profiles that will
be stored in the EnterNet folder. Connection Profiles are located in the right-hand pane of the
EnterNet folder. For convenience, you can create Windows shortcuts to these profiles and place
the shortcuts on your desktop, in the Quick Launch portion of your Windows taskbar, or in any
other folder you specify.

(=]
D5SL Usger

Connection Profile

Service Profiles

One powerful characteristic of PPPoE (Point-to-Point Protocol over Ethernet) is the ability to offer
users premium online content, such as live video feed of an important event, or access to a high-
speed, interactive gaming network. These premium services can be offered to users on a one
time only basis, as would occur with a video feed, or perhaps as an always available premium
service, as might be the case with a gaming network.

Available services are dynamically learned by EnterNet and, depending on how you have
configured EnterNet, may appear in the EnterNet folder. In any case, before a service may be
access, a Service Profile must be configured for it. See the section “Advertised Services” for more
information.

CIl=) =
=
Cirect OWD High Spesad
Feed Audio
Service Profile Service Profile - configured

Creating a Connection Profile

To create a new Connection Profile, double-click on the Create New Profile icon, located in the
right-hand pane of the EnterNet folder, or select Make New Connection from the EnterNet folder
Connection menu. This will launch the Connection Profile Wizard, which will guide you step by
step through the process of creating a new Connection Profile.

Connection Name

The first step in creating your profile is to choose a name. Enter the desired name (i.e., "DSL
Connection”, “Work Connection”, etc.) in the text field of the Connection Name panel. When you
have finished, click Next to continue.

Note: The name you give your connection need not be the same as the User Name that will be
associated with the profile.

16
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Connection Name (continued)

Connection Mame

wiark, Connection

17
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User Name and Password

Your profile's User name and Password will be used to authenticate you as a valid network user.
They are both case-sensitive: "Password" and "PASSWORD" differ from "password.” You must
enter them exactly as they are specified. When you have finished, click Next to continue. If you
wish to modify information entered on a previous panel, click Back.

The "Locate Servers" Panel

The next panel to be displayed will be the Locate Servers panel. This panel will inform you that
EnterNet is ready to attempt to locate servers and services.

Locate Servers |

The Profile \wizard will now by to locate the servers an your
network. Preszs the Mest' key to continue.

< Back

Cancel |

Entering the Server Selection

The EnterNet application displays a list of network servers and services that may be accessible to
you via the network. These values are discovered by EnterNet automatically and listed in the
window. It also enables you to select a specific network server and the available services
provided by that server. The Server and Services fields are left blank by default, which means the
first available server will respond to your request for a connection.

Note: You should leave these fields blank unless otherwise instructed by your service provider or
Network Administrator.

18
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Servers Ed |

The Profile Wfizard hag located maore than one server on pour
network, zelect a Server from the tree below.

Server IE roadcast.com [207.87.72.221)
Sewice |High Speed Audio
Ela Broadoast com [207.87.72.221) ;I

[ High SpeedYideo
High Speed Audio
EH Direct DVD Feed
E& High Speed Gaming
i [ Ml Street

< Back I Memt » I Cancel

Note: The Servers window can be hidden by the provider, in cases where servers or services are
not advertised.

Finishing the Profile

The last panel the Profile Wizard will display is the Finish Connection panel. In the text field you
will find the name of your profile as it was entered in the first panel of the Profile Wizard. If you
are satisfied that you have correctly completed the Connection Profile, click the Finish button.
You may click the Back button to review and change any of the information you provided to the
Profile Wizard.

Once you have clicked the Finish button, your new profile will appear in the right-hand pane of the
EnterNet folder (the same window as the Create New Profile icon).
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Finishing the Profile (continued)

Finizh Connection |

o .
. ﬁ You have successfully created a new connection

+ profile named:

Yw'ork, Connechion

Prezz Finizh ta zave the profile in the Connection falder.

Double-click on the icon to start the connection.

To edit thiz prafile right-click on its icon and zelect
Froperties.

< Back I Finizh I Cancel

Modifying a Profile

You can modify the information entered for a Connection Profile at any time by right-clicking on
the desired Profile icon in the EnterNet folder and selecting Properties from the pop-up menu. If
you have already launched the profile you wish to modify, right-click on the profile's system tray
icon and select Properties from the pop-up menu.
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Advertised Services

Services carried and advertised by your service provider will be discovered by EnterNet
automatically and, if you have enabled the “Show advertised services in main folder” option on the
Application Settings panel, they will be displayed as icons in the right-hand pane of the EnterNet
folder; the same place where Connection Profiles are displayed. Service Profiles can be
distinguished from Connection Profiles by the small red bar they feature.

Before you can use a Service Profile, you must configure it. To configure a Service Profile,
double-click its icon in the EnterNet folder and provide the requested information. Service Profiles
are differentiated from Connection Profiles by the red bar Service Profiles feature. You will be able
to identify Service Profiles that you have configured by the green ‘screens’ on their EnterNet folder
icons. Un-configured Service Profiles have black screens. Sample Connection Profiles and
Service Profiles appear below.

Note: Most servers do not advertise Services and thus Service Profiles may not appear in the
folder, even though you have elected to display them.

[BE] Profiles - EnterNet 300 _ O x|
Fil=  Edit “iew Connections Help
@ X = G
Copy Paste Delete  Refresh | Properties  Wiews
~l| m=EF = CW= =
Profiles o )
Double click on an icon to Create New sundar High Speed
rmake a connection or double Profile Video [Theq]
click on "Create Mew Profile” Cl= Cl= D=
to create a new Profile. = = =]
ICO Shopping [nternet
Channel Games
COll= Ol COf=
Ll Ll Ll
LI Car advisor Ornionland High Speed LI
Done ML i
L I=]
= = I
=
= Cirect OWD High Speed
D5SL Usger Feed g.l':'l.udli:llj
Connection Profile Service Profile Service Profile - configured
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Making the Connection

Connecting with EnterNet

Once your Connection Profile has been saved, an icon representing it will appear in the right-hand
pane of the EnterNet folder. Double-clicking on this icon will invoke the Connect panel, on which
the User Name and Password are displayed. It will also result in the appearance of an EnterNet
icon in the Windows system tray, which is by Windows default present in the lower right corner of
your computer’s screen. To establish a connection, ensure that the User Name and Password
presented on the Connect panel are correct, and then click the Connect button. Once you have
clicked the Connect button, EnterNet’'s system tray icon will change. See the user’s guide section
titted "System Tray" for more information about the various states of the EnterNet system tray
icon.

Once a connection has been successfully established, the Connection panel will disappear from
your screen. If the attempt to establish a connection fails, the Connection panel will remain on
your screen and a message indicating the reason for the failure will be present in the Messages
window of the Connection panel, directly above the Connect button. By double-clicking the
message, you will be presented with an activity log for this session, at the bottom of which will be
the error message that was in the Messages window. This information will help you and your
service provider determine and correct the problem that led to your connection failure. You will
find more information about error messages in the “Connection Errors” section of this User’s
Guide.

- "EnterNet 300 [work connection] |

NTS

— I zer Infarmatian

zer Mame work, connection
Fazzword Immm
¥ Save password
—Mezzages

Ready... :I
Connect I E it |
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System Tray Icon

Once you have launched an EnterNet Connection Profile, EnterNet will place a status icon in the
Windows system tray, which by Windows default appears in the lower right corner of your screen,
at the end of the Windows taskbar.

The EnterNet status icon provides you with information about the current state of your connection.
The icons reflect the following information:

* Connection status

* Send data status

* Receive data status

* Network Health (see “Advanced Diagnostics”)

Refer to the images below to better understand the meaning of each EnterNet system tray icon
state.

B n2eam |[FBEL 02sam [P R 1036 aM

“Connect” button attempting to connect connected, idle
not yet pressed

B R 103 B 03ead |[EB 1038

connected, sending data connected, receiving data  sending and receiving

3 B 103 B R 03ead |[EB B 10358

Network Health good Network Health marginal Network Health bad
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Disconnecting with EnterNet

There are several ways to disconnect with EnterNet. If you want both to terminate your session
and close the Active Connection Profile, right-click on the EnterNet system tray icon and select
Exit from the pop-up menu. If you want to terminate your session but leave the active Connection
Profile open, either select Disconnect from the system tray pop-up menu, or select Connection
Details, and press the Disconnect button when the Connection Details panel appears (See
Connection Detalils).

About

) | =i
Dizconnect
Connection Details

Prafile Froperties
Application Settingz
Advanced

E xit

System Tray Menu

Connected to 207.87.72.10 ]|

— Connechion

Connected or;
Connection Time |E||:|;|:||:|;1 4

— Activity
Sent Bytesz: 3402 Framesz: 29
Received Butes: 2042 Frames: 21

k. I Dizconnect Detals =

Connection Details Panel
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Connection Messages

Throughout the process of establishing your connection, the Messages field of the Connections
panel will keep you updated of its status. The messages that will be displayed, along with a brief
explanation of each, are as follows:

* Beginning Negotiation--Initial contact made with remote server. Negotiating for
authentication.

« Authenticating--Authentication successfully taking place.
« Receiving Network Parameters--Negotiating network configuration parameters.

« Updating Network Parameters--IP addresses received from server and passed on to
TCP/IP stack bound to EnterNet adapter.
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Connection Detalls

The Connection Details panel provides a variety of general information about your connection,
including the time and date of its initiation and its overall duration. In the event of problems with
your connection, click on the Details button and the panel will enlarge, providing you with
additional information that may be of use to technical support personnel. (See "Disconnecting
with EnterNet").

Connected to 207.87.72.10 ]|

— Connechion
Caonnected on: 11/04/1999 16:27:03

Connection Time 0o:00:14

— Activity
Sent Bytesz: 3402 Framesz: 29
Received Butes: 2042 Frames: 21

k. I Dizconnect | Detals << |

D escription | Y alue |
Protocol L2TP

IP Addresz 207877224

DMS Primary 16581171285

DMS Secondary 207877225

MNEMS Prirnary 207877225

MBMS Secondarn 20787 7280

Protocols IP

SeculD Dizabled
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Profile Properties Panel

You can invoke the Profile Properties panel by selecting Profile Properties from the system tray
pop-up menu, by selecting Properties from the right-click pop-up menu of your Connection Profile
icon in EnterNet folder, or by clicking Properties on EnterNet folder’s toolbar.

User Information Tab

The User Information panel may be reached by clicking on the "User Information" tab of the
Profile Properties panel. On this panel you can change the User ID or Password of your
Connection Profile. Also, by checking the Default Profile check box, you can identify this
Connection Profile as your default profile. The default profile is the profile EnterNet will launch of
you have “Launch EnterNet 300 at Windows Startup” selected in the Application Settings panel. If
you have only one Connection Profile created, the Default Profile check box will be grayed as this
profile is naturally pre-determined to be the default.

work connection Properties |

User Information | TCP I Eunfiguratinnl Servicesl Sbout I

NTS =

— Seszion |nformation
zer D

Ixxxxxxxx

Pazsword
¥ Save Paszword
I¥ | Lefault Brafile

] I Caricel Lol Help
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TCP Tab

The TCP panel may be reached by pressing on the TCP tab of the Profile Properties panel. This
panel allows you to specify the IP address for your session and for your name servers. It also
contains the settings for IP header compression and default gateways.

Note: Unless you are specifically directed by your service provider to change the settings on this
panel, you are advised to leave them as they are. However, feel free to turn on the Idle TimeOut
feature, and to change the time-out duration. Idle TimeOut will cause EnterNet to disconnect from
the network after the indicated period of idle time.

work connection Properties |

User Information TCF IEaniguratinnl Servicesl About I

¥ iSepyver fzsigned P Address
" Specify an |P Address

|P Address | ad .0 .0 .0

% Server azzighed DMS/MEBMS server addreszes
" Specify DNS/MBMS server addiesses

Primary DMS o . o .0 1]
Secondary DMS 0 0 1] 0
Prirnary MEMS o .0 1] 0
Secondany MEMS 0 0 1] 0

[T Use IP header compression

¥ Usze default gateway on remote netwark

™ Idle TimeCut
5 Minutes =

k. I Canicel | ol | Help
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Configuration Tab

The Adapter Configuration panel can be reached by selecting the Adapter Tab of the Profile
Properties panel. The top section, Configuration, consists of a drop-down list of adapters from
which you can select the device you wish to use to make your connection. Note: EnterNet requires
that an EtherNet adapter be selected in this field.

The bottom section, Options, displays a list of three check boxes that may be marked to require
encryption, log onto the network automatically, and modify route metrics when connecting.

Unless you are specifically instructed to change these values, we recommend that you leave them
at their default settings.

work connection Properties |

Uzer Infnrmatiunl TCP Canfiguratian | Servicesl Abot I

Configuration

Adapter

ACam Etherlink || Bus-tazter

— Options
[T Fequire encryption
[ Log on ta the netwark,

[T Do not modify route metrics when connecting

k. I Cancel N 1 Help
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Services Tab
The Services panel can be reached by selecting the Services tab of the Profile Properties panel.

On this panel, you can change the PPPoE server to which you wish to authenticate, and you can
select the Service associated with the profile. See the section titled “PPPoOE Server Address”
above, for a detailed discussion of Servers and Services.

DSL User Properties |

Llserlnfn:nrmatin:nnl TCP I Configuration  Services I.-'l'-.l:n:nut I

— Selection
Server FastCast. com
Service High Speed Yideo
— Services

AcmeMet.com
Turneltd agter-138

----- g NTS.COM-10.100.100.26

=™ FastCast.com
- [= High Speed Yideao

Refrezh |

Caricel | Apply | Help

Note: The Servers window can be hidden by the provider, in cases where servers or services are
not advertised.
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About Tab

The EnterNet About Menu can be reached by selecting the About Tab of the Profile Properties
panel. The About panel displays the company name, application version and software build
dates, which can be helpful to your service provider when troubleshooting problems.

work connection Properties
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Application Settings Panel

The Application Settings panel can be invoked by selecting Application Settings from the system
tray pop-up menu, or by selecting Settings from the Connections menu on the EnterNet folder.

The options and settings contained on this panel are global in nature and thus apply to all
Connection Profiles. The following text provides a detailed description of each setting afforded
herein.

Launch EnterNet at Windows Startup

Activating this option by marking its check-box will cause EnterNet to launch the Default
Connection Profile at Windows start-up. Activating this option and the Auto-Connect option can
provide the user with a simulated “always connected” Internet experience.

Auto-Connect

Mark this check-box if you want to eliminate the step of pressing the Connect button when you
launch a Connection Profile. Marking this box and the “Launch EnterNet at Windows Startup” box
results in a simulated “always connected” Internet experience.

Enable ToolTips

Many of the selections on the various EnterNet panels have ToolTips associated with them. If this
check-box is marked, and if the user hovers the cursor over a ToolTip-equipped area of an
EnterNet panel, a brief descriptive message will appear that provides helpful information about the
section of the panel where the cursor is hovering.

Detailed Log

Marking this check-box will cause additional detail to appear in the Messages tab of the Advanced
panel (accessible by right-clicking the EnterNet system tray icon after a Connection Profile has
been launched.) This box should only be marked if the user is having trouble and the Support
Technician requires additional diagnostics information.

Use a Unique URL for each Profile

EnterNet can be configured such that the default browser is launched and directed to a specific
URL when a Connection Profile successfully connects to the network. Further, once the browser
is launched, EnterNet can feed a target URL to the browser. These two functions — launching the
browser on successful connection and feeding the browser a target URL — can either be
configured globally for all Connection Profiles, or can be configured independently on a profile-by-
profile basis. Placing a check-mark in the “Use a Unique URL for each Profile” box allows browser
launch and URL feed to be controlled on a profile-by-profile basis, making the desired
configuration choices appear within each Connection Profile’s Properties panel. When the “Use a
Unique URL for each Profile” check-box is not marked, thus providing global browser-launch
control and global URL feed from the Application Settings panel, a check-box named “Launch
default browser after connection” is displayed on the Application Settings panel, and a text field for
specifying the target URL is displayed, below it.

Persistent Connections

With this check-box marked, when a connection is broken by means other than manually
terminating the session, EnterNet will automatically attempt to re-establish the connection.
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Show advertised services in the main folder

This check-box determines if EnterNet will display advertised services in the EnterNet folder, or if
advertised services will only be visible from the Services tab of the Connection Profile Properties
panel.

Packet Logging

Your ISP may have configured EnterNet with Packet Logging disabled, in which case Packet
Logging won'’t be present on the Application Settings panel. If it is present, click in the Packet
Logging check box to activate packet logging, which is accessible on the “Advanced” panel (see
“The EnterNet “Advanced” Menu”).

Time-out on connect

The selected value determines how long EnterNet will wait, after the Connect button is pushed on
a Connection Profile, for a valid connection to be established before deciding that the attempt has
failed.

Play Sound on Connection

If this check-box is marked, the Browse button to it's left can be used to browse to a .wav file that
will be played when a connection is successfully established. The .wav file will be displayed in the
window below the Browse button. The path to the .wav file may be entered directly into the display
window.

Launch Default Browser after Connection

If this check-box is marked, the default browser will be launched after a connection is successfully
established. A target URL may be manually entered into the text window below the check box.
When EnterNet launches the browser it will feed this URL to the browser, overriding the “home
page” defined within the browser’s configuration. If no URL is entered in the text window, the
browser will launch and will connect to the URL defined as its home page.
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Advanced Settings Panel

You can reach the Advanced Settings Detail panel by clicking the Advanced tab on the Settings
menu. The default settings should be used whenever possible.

The Advanced Settings Detail panel displays the following options:

IP Configuration

This allows you to select between two different internal TCP/IP configuration mechanisms, labeled
"Private API" and DHCP. The Private API selection allows EnterNet to apply the received IP
configuration parameters more quickly than does the DHCP mechanism. Because some 3rd
party clients (such as products from Shiva and TimeStep, as well as Sybergen SyGate Internet
connection sharing software) require the DHCP mechanism be employed, that mechanism
remains optionally selectable in EnterNet.

Network Access

This option allows you to select the alternate packet driver. The default packet driver, referred to

as the "Filter Driver," should be used whenever possible. The alternate packet driver, referred to

as the "Protocol Driver", should be selected only when EnterNet is installed on a multi-processor

machine. As the filter driver is auto-configured at install to be the default driver, users will wish to
leave this setting unchanged in most cases.

Advanced Settings

|
— P Configuration—————————
@;F"-}i;;iz't'é"ﬁﬁi;
OoHEP
— Metwaork Access
i%3 Filter Drriver
{3 Pratocal Diriver
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EnterNet Dial-on-Demand

About Dial-on-Demand

EnterNet’'s optional Dial-on-Demand feature eliminates the need for users to manually launch and
“connect” EnterNet when network aware* applications require network access. Most modern
network aware software, like browsers and FTP clients, can trigger EnterNet Dial-on-Demand.

Activating EnterNet’s optional Dial-on-Demand feature requires one-time user intervention. Dial-
on-Demand is a convenience feature that does not need to be active in order for EnterNet to
function fully in all other respects. The user can safely elect to not activate EnterNet Dial-on-
Demand.

NOTE: Activating Dial-on-Demand requires familiarity with Microsoft Dial-Up Networking, the
Windows Connection Wizard, and in some cases Microsoft Virtual Private Networking.

Requirements

For Dial-on-Demand to function, your computer must have certain Microsoft software installed and
configured in an certain manner. The specific Microsoft software EnterNet relies on to provide
Dial-on-Demand are:

¢ Windows 9x, Windows Me, Windows NT4 (not supported on Windows 2000)
* Microsoft Dial-Up Networking version 1.2c or greater

e Microsoft Connection Wizard (as found within the “Internet” or “Internet Options”
components of the Windows Control panel, and with newer versions of Internet Explorer)

Dial-on-Demand and MS DUN

EnterNet Dial-on-Demand requires that Microsoft Dial-Up Networking (DUN) version 1.2c or better
be installed and configured on your computer.

All versions of Windows 98 and Windows Me ship with a version of MS DUN that is compatible
with EnterNet Dial-on-Demand. Windows 95 and older versions of Windows NT 4 may have
versions of MS DUN that are not compatible with EnterNet Dial-on-Demand. EnterNet's Dial-on-
Demand feature is not compatible with Microsoft's Windows 2000 Operating System. By installing
Internet Explorer version 5.x or newer on any supported Windows platform where Dial-Up
Networking is already present, you will insure that an appropriate version of Dial-Up Networking is
present on your system.

Configuring MS DUN for use with Dial-on-Demand

The best way to insure that you have the proper version of MS DUN is to fully install the most
current version of Microsoft Internet Explorer on your computer. Optionally, if you have an older
version of MS DUN you can download and run the file msdunl13.exe from the Microsoft web page,
which will upgrade your DUN version to 1.3. Simply go to www.microsoft.com and use the search
utility to look for msdun13.exe.

Before EnterNet Dial-on-Demand can use MS DUN, you will need to fully configure DUN, to
include the creation of at least one DUN profile. Creating a DUN profile requires that you first
configure a DUN “device” to which DUN can associate DUN profiles. An internal dial modem is a
good device choice. If you don’t have a dial modem, you can simply install MS Virtual Private
Networking (VPN) software from your Windows CD, which will allow you to create a “Microsoft
VPN Adapter” device, to which DUN profiles can be associated. Follow the instructions provided
by Windows to install and configure DUN and VPN, as necessary. If you must, create a “dummy”
DUN profile using either an artificial phone number if the dummy profile will be associated with a
modem device, or a private IP address (192.192.192.192 is usually a good choice) if the dummy
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profile will be associated with the “Microsoft VPN Adapter”. The dummy profile will never actually
be used.

Activating Dial-on-Demand

EnterNet is typically purchased by ISPs for distribution to their end users customers. EnterNet has
many time-of-installation options, including the option to either install — or to not install — the
optional Dial-on-Demand feature. If, during EnterNet installation you were not asked if you want to
activate the optional Dial-on-Demand feature, then your ISP set the EnterNet installer to not
automatically activate EnterNet Dial-on-Demand, but they may have provided you the means to
activate it manually. To determine if your ISP provided you the option to manually activate DoD,
look for an “Activate DoD” item in the EnterNet folder on the Windows Start menu.

Once MS DUN version 1.2c or better is installed on your computer and you have created at least
one DUN profile, you can then activate EnterNet’s Dial-on-Demand feature. If EnterNet’s Dial-on-
Demand feature wasn't activated during EnterNet installation, and if your ISP provided you the
means to activate it manually, you can activate it now by selecting Activate DoD from the EnterNet
folder on the Windows Start menu. Clicking this button will result in no apparent activity. To
confirm that Dial-on-Demand was activated, look in the MS DUN folder for a new entry named
“EnterNet DoD”.

Configuring the Windows Connection Wizard

Once MS DUN 1.2c or better is installed and configured for use with system and EnterNet has
created a MS DUN profile named “EnterNet DoD”, you can now configure the Windows
Connection Wizard such that it will select EnterNet whenever an application asks it to establish a
network connection.

To configure the Connection Wizard to use EnterNet when network connections are requested by
applications. Follow the instructions below:

Launch the Control panel from the Settings folder of the Windows Start menu
1. Launch “Internet” or Internet Options”
2. Click the Connections tab

3. Look for a window titled Dial-up settings. If you have such a window, perform steps 5-8,
below. If not, please skip forward to step 9.

In the Dial-up settings” window, click the entry labeled “EnterNet DoD”

Select the “Always dial my default connection” radio button (or the button that best
approximates that meaning.)

6. Click the “Set Default” button.
7. Click OK. You can skip the rest of the following numbered steps.

8. If you do not see a window titled “Dial-up settings”, select “Connect to the Internet using a
modem”.

9. Click the Settings button.
10. Select “EnterNet DoD” from the pop-up window.

11. Save your new settings and close all windows opened by this process.

Conclusion

You have now activated EnterNet's optional Dial-on-Demand feature. Whenever an Internet
aware application such as a browser attempts to access the Internet while you are not connected,
EnterNet will now automatically launch. If you have activated the Auto-Connect feature on
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EnterNet's Settings panel, EnterNet will not only automatically launch, but it will also automatically
establish a connection to the network.

NOTE: On Windows NT computers, not all network aware applications will activate Dial-on-
Demand.
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EnterNet and Windows “Internet Connection Sharing”

Internet Connection Sharing (ICS) is a feature of the Windows 98 Second Edition operating
system. It is supported on W2K and Me as well. ICS allows all the computers on your home
Ethernet network to share a single Internet access device. Beginning with version 1.31, EnterNet
is compatible with ICS.

The instructions below will guide you through the process of correctly installing EnterNet and the
version of ICS that comes with Windows 98 Second Edition. Before you begin, you should read
the "Internet Connection Sharing Overview" section of the Windows Help system. To read it,
launch Help from the Windows Start menu, click the Search button, enter "Internet Connection
Sharing Overview" in the Keyword window, click the Show Topics button, and launch the topic
from the Select Topic window. Once you've reviewed Windows Help, you will be better prepared
to understand the concepts presented below.

In an ICS environment, EnterNet need only be installed on the Connection Sharing computer.
When planning your network layout, keep in mind that the Connection Sharing computer must be
running, and must be connected the Internet, before other computers on your home network can
access the Internet. In most homes, this means one computer will be left on at all times.

Follow the steps below to install and activate EnterNet and ICS on your home network:

1. Install ICS before you install EnterNet on the machine that will become your Connection
Sharing computer.

2. Once EnterNet is installed, you will need to change one of its Advanced Settings
parameters in order to support ICS. You accomplish this as follows:

I. From the Windows Start menu, navigate first to the Programs folder, then onward to
the Efficient Networks EnterNet 300 folder. Select and launch EnterNet 300.

II. On the EnterNet application, click the Connections menu, then select Settings.
IIl.  The Application Settings panel will appear. Click the Advanced button.

IV. The Advanced Settings panel will appear. In the IP Configuration box, click the radio
button to the left of DHCP. Next click OK to close the Advanced Settings panel. Click
OK again to close the Application Settings panel.

3. Add the Microsoft Internet Connection Sharing (ICS) utility to your Connection Sharing
computer, as follows:
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From the Windows Start menu, navigate to the Settings folder and launch the Control
Panel.

From the Control Panel folder, launch Add/Remove Programs.

Click the Windows Setup tab on the Add/Remove Program Properties panel.

Select Internet Tools in the Components window, and click the Details button.

Click in the selection box to the left of Internet Connection Sharing, then click the OK
button, and click the OK button on the resulting panel, as well.

Follow the on-screen instructions. You will probably need your Windows CD.

When asked "What type of connection do you use to access the Internet?”, select
"High-speed connection”, then click the Next button.

The next panel will ask you to "Select the network adapter...". Select "Network
TeleSystems PPPoE adapter” from the list of adapters in the "Network adapters™
window, then click the Next button.

IMPORTANT NOTE: You must have EnterNet version 1.31 or later if you wish to use
ICS. If you see an EnterNet adapter in the list that contains "PPPoE" without periods (.)
following each letter (i.e., P.P.P.0.E.), then your version of EnterNet is earlier than
version 1.31, and will not support ICS. We recommend that you upgrade to the most
current EnterNet release."

The ICS Wizard will notify you that it is about to create a Client Configuration Disk.
Click the Next button to proceed. Once the ICS Wizard has finished creating the disk,
it will continue configuring your system, after you click the Finish button. A system re-
boot will be required to complete the ICS installation process.

4. Follow the steps below at each of the computers that will share your Internet access device
(excluding the Connection Sharing computer):

Insert the Client Configuration Disk into the floppy drive.

From the Windows Start menu, navigate to the Programs folder and launch Windows
Explorer. Select your floppy drive in the Folders window, then launch the file named
ICSCLSET.EXE.

40



EnterNet 300 for Windows User’s Guide

Ill.  The Browser Connection Setup Wizard will appear. Click the Next button. You will be
presented with an information panel that tells you the Wizard is about to check and, if
necessary, change your browser settings. Click Next.

IV. The next panel advises you that the Wizard has completed its work. Click the Finish
button.

V. Repeat steps | through IV above, at each computer on your network, except the
Connection Sharing computer.

EnterNet and ICS are now ready to provide Internet access to every computer on your home
network. Be sure the Connection Sharing computer is connected to your service provider before
you attempt to access the Internet from any of the other computers.

Important note: Computers that share your Internet access device through ICS will not be able to
activate EnterNet's Dial-on-Demand feature. You must manually establish an EnterNet connection
between your Connection Sharing computer and your service provider before the other computers
on your network will be able to access the Internet. For more information about Dial-on-Demand,
see "EnterNet Dial-on-Demand", elsewhere in this document.
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The EnterNet “Advanced” Menu

EnterNet 300 is equipped with a comprehensive suite of diagnostics tools to aid the advanced
user and the service desk technician to better understand the IP configuration and overall
behavior of EnterNet and its relationship with the network to which it is attached.

The layperson can do no harm by accessing, viewing and manipulating the features present on
EnterNet's Advanced menu. However, it is beyond the scope of this User’s Guide to provide
detailed information about the information presented therein.

The Advanced menu is access by launching an EnterNet profile, then right-clicking on the
EnterNet system tray icon. Selecting Advanced from the resulting menu will result in the
appearance of the Advanced panel, which contains the following seven tabs:

» Diagnostics

* Route Table

e |IP

* Drivers

« Messages

e Tap Information
» Packet Log

Note: Some tabs may not be present unless an active PPPoE session exists. The Packet Log tab
is only present if Packet Logging is enabled on the Application Settings panel.

Diagnostics Tab

The Diagnostics panel is used to test the response time of your network name servers. The
results of this test are called “Network Health” within this User's Guide.

In the left-hand pane of this panel you will see a Windows Explorer-like tree, with “Network” being
at the root of the tree. As with Windows Explorer, clicking the “+” symbol to the left of the Network
item will result in the tree’s expansion, thus showing each branch of the tree. If the symbol being
presented is a “-“, clicking it will cause the tree to collapse, this showing only the root of the tree
(the Network item), with the branches hidden.

Each branch of this tree represents a different name server identified to EnterNet while
negotiating the current PPPoE session with your service provider’s network. Two kinds of name
servers can appear in the tree” DNS, and NBNS (knows as WINS in Microsoft jargon).

When you launch the Advanced Diagnostics panel, EnterNet pings each of the servers in the tree.
If the server responds to the ping in a reasonable period, the name server will be represented by a
green icon. If the server responds slowly, it will be represented by a yellow icon. If it does not
respond at all, it will be represented by a red icon.

The color of the root icon, labeled Network, reflects the overall health — or responsiveness — of the
name servers known to EnterNet. If all known name servers are presently responding quickly, the
Network icon will be represented in green. If one or more of the name servers is responding
slowly, the Network icon will be represented in yellow. If all of the name servers are not
responding at all, the Network icon will be represented in red. The color of the Network icon is
also represented in real-time on the horizontal bar at the base of the EnterNet system tray icon
(see “System Tray”, earlier in this document).

You can perform independent ping tests of each name server by clicking on the name server you
wish to test in the left pane, then clicking the Test button to the right of the right pane. Test results
will appear in the right pane and will be represented with the color that correlates to the
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responsiveness of the server being tested. Clicking the Clear button will clear the right pane in
preparation for the next test.

Selecting the Network icon from the left pane then clicking the Test button will cause EnterNet to
test each name server in the tree.

Advanced Information

DMS1-207.87.72.25

B DNS 2-207 87.72.85
B NBNS 1-207.87.72.25
Bl NBNS 2-207.87 7285
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Route Table Tab

The Route Table tab can be reached by selecting Advanced Menu>Route Table from the
system tray pop-up menu. The IP Routing Table displays a scrollable list of every IP address
configured for your current session.

Advanced Information E3 |
File  “igw
Diagrostics  Route Table | P I Driversl Messagesl FPacket Lu:ugl Taplnfu:urmatiu:unl
MS TCP Loopback interface
Metwork Address | Metmazk, | Gateway Addrezs | Interface | b etric: |
2hh, 286,255,255 2hh, 28R, 250 255 207877223 n.o.0o 1
224000 224000 20787 72213 2078772213 1
224000 224000 2078772148 2078772148 1
20787 722565 2hh, 28R, 250 255 207877223 20787722413 1
207877223 2hh, 28R, 250 255 127.0.01 127.0.01 1
2078772148 2hh, 28R, 250 255 127.0.01 127.0.01 1
20787720 2hh.286.255.0 2078772148 2078772148 1
20787720 2hh.286.254.0 207877223 20787722413 2
127.0.00 2hh.0.00 127.0.01 127.0.01 1
n.o.0o n.o.0o 207877320 20787722413 1000
n.o.0o n.o.0o 207.87.731 20787722413 -24
n.o.0o n.o.0o 20787726 20787722413 1000
n.o.0o n.o.0o 2078772148 2078772148 1
n.o.0o n.o.0o 20787721 20787722413 2
[ Colaor
(] I Cancel i Help
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IP Tab

The IP tab can be reached by selecting Advanced Menu>Route Table from the system tray pop-
up menu. It provides a detailed, packet-level look into the Internet Protocol (IP) statistics pertinent
to the current session. This information is useful to support personnel attempting to resolve
problems with your system, or with their network. It is beyond the scope of this User’s Guide to
provide detailed information about this panel.

Advanced Information E3 |

File  “igw
Diagnu:ustiu:sl Route Table P |Drivers| Messagesl FPacket Lu:ugl Taplnfu:urmatiu:unl
D ezcription | - Identity
kS TCP Loopback interface IF Address .00
PPF Adapter. Subnet Mask %5 .0 .0 .0
A0L Adapter
NTS PPPoE Adapter Hardware Address IDD-DD-DD-DD-DD-DD
Fast Ethernet Adapter
Interface [ndes IUHDUUUUUU'I
—Received Packets——— 1~ Sent Packets
Octets 91872 Octets 91872
ricast HE3 ricast HE3
Maon-Unicast ] Maon-Unicast ]
Digcarded ] Digcarded ]
Error ] Error ]
Unknown Protocol 0
— Detailz
|nterface Tyupe Software Loopback Adminiztrative Status 1
BT 276 Operational Statuz 1
Speed 10000000 Output Queue Length 0

(] I Cancel i Help
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Drivers Tab

The Driver tab can be reached by selecting Advanced Menu>Drivers from the system tray pop-
up menu. The Drivers tab displays a list of the adapters configured for your session, as well as
their protocol, MAC and tap names, and current status.

Advanced Information

3Com Etherlink 11l Bus-td aster PCI EH-

EL59xM0001 HTSTAP
Metwork, TeleSystems P.P.F.oE. Ada

NTSPPP3IL0000

AO0LMACKI003 AQL Adapter
PPPMACKD002 Dial-Jp &dapter
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Messages Tab

The Advanced Messages Table can be reached by selecting Advanced Menu>Messages tab
from the system tray pop-up menu. The Messages Tab of the Advanced panel displays
information which can be used to trace protocol errors with the server should any occur during
your session.

Advanced Information E3 |

File  “igw
Diagnu:ustiu:sl Route Tal:ulel P I Drivers Messages | FPacket Lu:ugl Taplnfu:urmatiu:unl
06/27/2000 16:15:12 - Verzion: 1,40 Jun 27 2000:14:55:31 -

06/27 /2000 16:15:12 - [0096: Remaote Logging dizabled.

0B/27/2000 16:15:12 - Windows 98 Version: . 10,2222 A

06272000 16:15:12 - DOVTY: Args: -zeszion=work. connection]

0B/27/2000 16:15:12 - DOOEY: Found MtsPath: CAPROGRA™TAWHTSACOMMOMN

06/27/2000 16:15:12 - DO0ZE: Mackame: EL53:MI001 Protocol: MSTCP Mumber: 1

06/27 /2000 16:15:12 - DO034: Driver [3Com Etherlink [l Bus-tazster PCI Ethernet Adapter] not found i list,
06/27 /2000 16:15:12 - DO095; Bindings Description: 3Cam Etherlink 111 Buz-tdaster PCI Ethermet Adapter
06/27 /2000 16:15:12 - DO034: Driver [Metwork, TeleSystems P.P.P.o.E. Adapter [MTSP3]] not found in list.
06/27 /2000 16:15:12 - DO095: Bindings Dezcription: Mebwork TeleSystems P.P.P.o.E. Adapter [MTSP3)
06/27 /2000 16:15:12 - DO034: Diriver [A0L Adapter] not found i list,

06/27 /2000 16:15:12 - DO095; Bindings Description: AODL Adapter

06/27 /2000 16:15:12 - DO034; Diriver [Dial-Up Adapter] not found in list.

06/27 /2000 16:15:12 - DO095; Bindings Dezcription: Dial-Up Adapter

06/27 /2000 16:15:12 - DO0BY.5: [Match-tSTCP): LogDrivert ame; ELS3x M acB aze: ELS9x Pratocal: MSTCF
06/27 /2000 16:15:12 - DO0ZS: [Marking Found): LogDriverMame: ELS3x Pratocol; MSTCP

06/27 /2000 16:15:12 - DO0SY. 5 [Match-t4STCP): LogDrivert ame; MTSPPP3 MacEaze: MTSPPPE Protocol; b*
06/27 /2000 16:15:12 - DO0BS: [Mo Taplnstance): LogDriverM ame: MTSPPP3 Protocol: MSTCRP Instance: O

06/27 /2000 16:15:12 - DO0SY. 5 [Match-t4STCP): LogDriver ame; A0LMALC Mack ase: ADLMALC Protocal; ST
I-IT"'??."'?I-II-II-I 1R-1R-A2 - MNNRS: (KA Tanlkstanesl | nnnri-..lnTN:umn' A AT Prataenl MSTEP lnstanee: 11 _ILI
L [

| Marmal |rfarmational | Wiarning | Error | [Debug

(] I Cancel | i | Help |
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Packet Log Tab

The EnterNet Packet Log is a powerful diagnostics tool that helps advanced technical support
personnel identify problems that may occur with the user login process. The tool captures, stores
and displays the Ethernet packets (also known as "frames") that are sent and received during the
initial moments of a user's attempt to connect to their ISP. The captured packets are stored in a
non-scrolling buffer. Once the buffer is full, no new packets will be captured or displayed. The
buffer size is user definable via a drop-down list box on the Packet Log Configuration panel. The
contents of the buffer are cleared when the EnterNet application is closed. The buffer is also
cleared when the Connect button is pressed. The Packet log tab is not displayed unless Packet
Logging is enabled on the EnterNet Application Settings panel. Because it causes EnterNet to run
slower than normal, Packet Logging should only be enabled if necessary.

This view can be displayed by right-clicking the EnterNet system tray icon, selecting Advanced,
then clicking the Packet Log tab.

Advanced Information E3 |

File  “igw

Buffer Full
Diagnu:ustiu:sl Route Tal:ulel P I Driversl Meszages Packet Log | Taplnfu:urmatiu:unl

Frame Time Src MAC Addr Dest MAC Addr Description -~

"""""" PPPoED Length 34

LINE: : o 3 Source: OLF FEEFEE
FFFoE Diszc: Ty FADI
Host-Unicgque:

Service-Name: ([NULL)

FF FF FF FF FF FF 00 20 AF F& EF & 11 09
0o0 00 OO0 OE 01 03 00 06 OO0 20 AF F& EF &85 01 0Ol

(] I Cancel i Help

The Packet Log Displays
The packet Log screen is divided into three vertically aligned displays. The top "Summary" display

provides a single row of general information about each packet. The middle "Details" display
provides a multi-line, detailed analysis of the packet that is currently selected in the Summary
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display. The bottom "Hex Dump" display shows the hexadecimal value of each byte within the
packet that is selected in the Summary display.

The Summary Display

The display is divided into five columns of information.

* Frame: The Ethernet frame number. The first packet seen (sent or received) after the
Connect button is clicked is designated as Frame 00000001. each subsequent packet is
incremented by 1.

* Time: The number of milliseconds that have lapsed between the time Windows was last
started and the time the packet was seen by the packet log utility.

* Src MAC Addr: The hardware (Mac) address of the device that sent the packet log utility.

 Dest MAC Addr: The MAC address of the device to which the packet was sent.

» Description: The packet type (TCP, ARP, UDP, ICMP, etc.) The length of the packet (in
bytes) is also provided, where appropriate.

Each column has a rectangular title bar that reflects the column name. Clicking on the title bar
causes the packets to be sorted in ascending order, based on the value presented in the selected
column. Clicking the title bar a second time causes the data to be sorted in descending order.

The Details Display

A functional analysis of each packet payload is provided in this display. This display provides a
plain English description of embedded protocols and their purpose (e.g., PPPoE PADO, PAP
authenticate request, LCP echo reply, etc.), and varying levels of additional detail, as appropriate.
When the packet contains TCP data, the data is presented in hexadecimal format. The
information presented in the details display is an analysis of the packet that is currently selected in
the Summary display.

The "Hex Dump" Display

This display provides three columns of information about the packet that is currently selected in
the Summary display. The data provided in each column is directly related to the data provided
on the corresponding row in each of the other two columns.

The center column provides a hexadecimal offset of the first byte that is displayed in the center
column. The first byte in a packet has hexadecimal offset of 00000000. The sixteenth byte in a
packet has a hexadecimal offset of 0000000F. The seventeenth byte, which appears as the first
hexadecimal value on the second row of the center column, has a hexadecimal offset of
00000010. The right-most column provides the ASCII representation of the data in the center
column.

49



EnterNet 300 for Windows User’s Guide

Changing the Appearance of Displays

The appearance of the three displays can be customized to suit the needs of the user. By double-
clicking anywhere on the Summary display, the user can launch the Packet Log Configuration
utility. This utility allows the user to customize - for each display - the foreground and background
color, the font face, and the font size. It also allows the user to cause EnterNet to display a
warning if Packet Logging is active when the user tries to connect to their service provider.

Changing the Packet Log Buffer Size

The size of the packet log buffer is user selectable in predefined values ranging from 15k bytes to
1024k bytes. To view or change the value, launch the Packet Log Configuration utility by double-
clicking anywhere in the Summary display. The Log Buffer section of the utility contains a drop-
down list box from which the user can select the desired buffer size.

Tap Information Tab

The Tap Information tab can be reached by selecting Advanced Menu>Tap Information from
the system tray pop-up menu. Tap information may be useful to support personnel in the event of
diagnostics problems during your session.
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Troubleshooting EnterNet

Installation Errors

The most commonly occurring Set-Up error is "Unable to Connect to Server." In this case, it may
be necessary to uninstall EnterNet in order to verify the connectivity of your TCP/IP stack over the
Ethernet.

Connection Errors

Below is a list of the error messages you might receive during connection establishment, along
with an accompanying explanation:

PPP Negotiate Timeout

« Ethernet cable or modem not responding.

» |P Addresses not exchanged from Server.

Authentication Failed

» User Name or Password not configured at server or enabled for dial-in access.

*  When connecting into NT RAS, include NT Domain Name in front of the password.

Connection Cancelled by User

¢ Cancel button while establishing a connection.

Help Screens Don’t Match Program

EnterNet is a highly customizable program marketed primarily to Internet Service Providers (ISPs)
who in turn re-distribute it to their end-user customers. It is possible that this Help utility will display
information about features that your EnterNet provider elected not to activate. Some features that
may be discussed in this Help utility may not be present or active in the software as delivered to
you.

EnterNet not Displaying Discovered Server/Services

In order for the EnterNet folder to display icons for discovered Servers and Services, the "Show
advertised services in the main folder" check-box must be selected in the Application Settings
panel. If this selection is already made and Servers or Services are still not being displayed, click
the Refresh button on the EnterNet folder Toolbar.

NOTE: Your computer's network interface card must be installed, properly configured for use by
EnterNet, and connected to a live PPPoE network, and EnterNet must be fully installed and
configured, before Server and Service discovery will occur.

NOTE: Every functional PPPoE network should return at least one Server when the Refresh
button is clicked. However, Services are not necessarily present on any PPPoE network and you
should not be concerned if no advertised services appear.
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Uninstalling EnterNet

To uninstall EnterNet, click on Start>Programs>EnterNet>Uninstall EnterNet and follow the on
screen prompts. Note that EnterNet must not be running at the time of removal. A system restart
will be necessary after EnterNet has been removed from your system.

During the un-installation process, the uninstaller may present a "Remove Shared File?" panel.
This panel is presented to allow you to decide if you want the uninstaller to remove - or not to
remove - a special file (typically a Dynamic Link Library, or DLL) that was installed during the
EnterNet installation process. DLLs are special because they are of a nature that makes them
usable by multiple programs. When a program wants to use a DLL, it is supposed to "register”
with Windows its desire to do so. When the uninstaller presents the "Remove Shared File?" panel,
it is telling you that no other programs have registered a desire to use a particular special file that
was installed by EnterNet, and it is asking your permission to remove it. It is usually safe to
answer "Yes to All", but it will is also safe to answer "No to All". If you answer yes, and there is an
application using the DLL that did not register for it, that application may not work correctly. If you
answer no, EnterNet will leave files on your computer that are likely not being used by any other
programs, thereby wasting a small amount of hard drive space.

If uninstall should fail, go to the original EnterNet installation files and click the application
RemoveEnternet.bat to do a complete uninstall.

Note: On Windows the 2000 platform, no restart is necessary after uninstalling EnterNet 300.
However, certain files will not be deleted from your system until a restart has taken place.
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